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Justice Committee 
 

Criminal Justice and Licensing (Scotland) Bill 
 

Written submission from the Information Commissioner's Office 
 
Introduction 
 
The Information Commissioner's Office (ICO),  the regulatory body for the Data 
Protection Act 1998 (DPA) throughout the whole of the UK,  welcomes the 
opportunity to respond to the Call for Evidence on the Criminal Justice and 
Licensing (Scotland) Bill.  Our interest in the Bill primarily relates to issues 
surrounding the retention of biometric information and we are pleased to note 
that many of the views we expressed in our response to the Scottish 
Government’s Consultation on the Acquisition and Retention of DNA and 
Fingerprint Data are reflected in the Bill. We also have an interest in the 
proposed amendments to the Public Finance and Accountability (Scotland) Act 
2000 relating to data matching exercises undertaken by Audit Scotland and we 
welcome the proposed requirement that this office be consulted as part of the 
development of a code of practice on data matching. 
 
Sections 58 – 60 - Retention and use of samples etc. 
 
Section 58 
 
Section 58 amends the Criminal Procedure (Scotland) Act 1995 (“the 1995 Act”) 
to provide consistency between the retention periods applied to DNA samples 
and that applied to other other forensic material. This appears to be an 
appropriate approach to take. 
 
Section 59 
 
In our response to the Scottish Government’s consultation on the Acquisition and 
Retention of DNA and Fingerprint Data, we indicated that whilst our preferred 
position was that there should be no change to the current position relating to the 
retention of biometric data from children dealt with through the Hearings system, 
we recognised that an element of retention would provide a balance between the 
public interest in retaining relevant material of those who have committed violent 
or sexual crimes and the recognition that offences committed by children may not 
be replicated in adulthood. 
 
The proposal contained within Section 59 of the Bill reflects that balance. 
Relevant physical data taken from those found to have committed a relevant 
offence would normally be held for a period of three years only, and we support 
this approach. However, we further recognise that chief constables on occasion 
may have valid grounds to require that such data are held for longer than three 
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years. Hence we are also in agreement with the proposal that under such 
circumstances an application for an extension of the retention period may be 
made to a Sheriff but we would stress that such applications should not become 
the norm.  
 
We are pleased to note that the Bill provides for  strict parameters relating to  the 
timing both of an application being made to the Sheriff and the destruction of the 
data if the appeal is unsuccessful. 
 
Section 60 
 
Section 60 states the purposes for which relevant physical data may be used. It 
restricts the use of samples to the prevention, detection, investigation and 
prosecution of crime and to the identification of deceased persons. The 
introduction of clear limits to the use of what can be highly intrusive information is 
welcomed but, as indicated in our response to the Government’s consultation, we 
are unsure how such information can be used for the prevention of crime.  
 
We recommend that the statutory provision should be extended to include 
research purposes. However, such research must be strictly limited to projects 
related to the other defined uses (for example, to determine the effectiveness of 
the database);  most importantly, the database should not be used for highly 
intrusive research into genetic structures and related activities. 
 
Section 70 - Data matching for detection of fraud etc. 
. 
The ICO notes that the Bill contains proposals to introduce provisions consistent 
with those contained in the Serious Crime Act  2007 to provide a statutory basis 
for the National Fraud Initiative in Scotland.  We welcome the clarification of 
practice in Scotland and note the attention paid to protection of privacy within this 
section of the Bill which is particularly important given the breadth of information 
which may be sought by Audit Scotland in fulfillment of this function. We also 
welcome the requirement that Audit Scotland produce a data matching code of 
practice and that the ICO must be consulted prior to its publication and 
subsequent amendments. 
 
 
Ken Macdonald 
Assistant Commissioner 


