
J2/03/2/A

JUSTICE 2 COMMITTEE

AGENDA

2nd Meeting, 2003 (Session 1)

Wednesday 15 January 2003

The Committee will meet at 9.45 am in Committee Room 3.

1. Item in private: The Committee will consider whether to take item 4 in private.

2. Subordinate legislation: Hugh Henry (Deputy Minister for Justice) to move
S1M-3711—

Mr Jim Wallace: The Draft Extended Sentences for Violent Offenders
(Scotland) Order 2003—That the Justice 2 Committee, in consideration of the
draft Extended Sentences for Violent Offenders (Scotland) Order 2003,
recommends that the Order be approved.

3. Criminal Justice (Scotland) Bill: The Committee will consider correspondence
from the Deputy Minister for Justice in relation to electronic search warrants.

4. European Document: The Committee will receive a briefing from the Executive
on the following European Document—

Draft Council Regulation concerning jurisdiction and the recognition and
enforcement of judgements in matrimonial matters and in matters of parental
responsibility.

5. Crown Office and Procurator Fiscal Service Inquiry (in private): The
Committee will consider a draft report.

Gillian Baxendine
Clerk to the Committee, Tel 85054



The following papers are enclosed for this meeting:

Item 2 – Subordinate legislation

SSI and Clerk Note J2/03/2/1

Item 3 – Criminal Justice (Scotland) Bill

Scottish Executive Note J2/03/2/2

Item 4 – European Document

Executive note (Paper JUSTCIV 64 to follow) J2/03/2/3

Item 5 – Crown Office and Procurator Fiscal Service Inquiry

Draft Report (PRIVATE PAPER) J2/03/2/4

The following papers are enclosed for information:

Forward Work Programme

Note from the Clerk (PRIVATE PAPER) J2/03/2/5
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JUSTICE 2 COMMITTEE

2nd Meeting 2003 (Session 1)

Wednesday 15 January 2003

The Extended Sentences for Violent Offenders (Scotland) Order 2003 (draft)
Note By the Clerk

Background

The Order (attached) is being made in accordance with the powers conferred on the
Scottish Ministers by section 210A(7) of the Criminal Procedure (Scotland) Act 1995.

The Order increases the maximum extension period of an extended sentence passed
for a violent offence from five years to ten years, bringing sentences for violent
offences into line with sexual offences.

Extended sentences allow courts to impose additional post-release supervision on a
licence if the court believes that that normal sentence would not provide sufficient
protection to the public.

Procedure

The Justice 2 Committee has been designated lead Committee and is required to
report to Parliament by 20 January 2003.

The Subordinate Legislation Committee considered the instrument at its meeting on
10 December 2002 and agreed that no points arose.

The instrument was laid on 5 December 2002 and will commence on the day after
the day on which the instrument is made.  Under Rule 10.6, the draft Order being
subject to affirmative resolution, it is for the Justice 2 committee to recommend to the
Parliament whether the instrument should come into force.  The Minister for Justice
has, by motion S1M-3711  (set out in the Agenda), proposed that the Committee
recommends the approval of the Order.  The Deputy Minister will attend to speak to
and move the motion.  The debate may last for up to 90 minutes.

At the end of the debate, the Committee must decide whether or not to agree to the
motion, and then report to the Parliament accordingly.  Such a report need only be a
short statement of the Committee’s recommendation.

10 January 2003
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JUSTICE 2 COMMITTEE

2nd Meeting 2003 (Session 1)

Wednesday 15 January 2003

Criminal Justice (Scotland) Bill – Electronic Search Warrants
Letter from Deputy Minister for Justice

Note by the Clerk

Background

1. Members will recall during Stage 2 consideration of the Criminal Justice
(Scotland) Bill that the Committee requested further information from the Minister on
the issue of electronic search warrants (amendment 16, attached).

2. Attached to this note is a letter and explanatory note from the Minister which
clarifies points raised by members in the debate. If further information is required the
Committee has also been offered an informal briefing with officials on the issue.

3. The Committee’s attention is also drawn to the Minister’s comments in the
second paragraph of the letter which clarifies the definition of justice within section
49 on the Bill.

Recommendation

4. Members are asked to consider the note and agree whether to seek further
clarification.

Clerk to the Committee 9 January 2002
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CRIMINAL JUSTICE (SCOTLAND) BILL – ELECTRONIC SEARCH WARRANTS

You will recall, of course, that in their Stage 2 consideration of amendment 16, electronic
communication and storage of search warrants, the Committee requested further clarification on a
number of points.  I am pleased, therefore, to provide you with a paper which I hope will address
these issues.

There was also some discussion at the Committee of section 49 of the Bill and whether it might have
implications for the signing of search warrants by sheriffs, electronically or otherwise.  At that time I
said that section 49 applied only to justices.  I have now taken legal advice on the matter in light of
the discussion at the Committee and it has been clarified that the definition of justice in this respect
does also include sheriffs.  I apologise for misleading the Committee on this point.

I hope that the attached paper adequately clarifies the position.  However, if any further issues arise,
and given the Executive’s intention to lodge the amendment for Stage 3 consideration, it might be of
more help to the Committee if we could arrange an informal briefing with officials.

I am copying this letter and attachment to the clerk.

                                                                               HUGH HENRY
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Electronic communication of search warrants – submission to Justice 2 Committee

Background
In 1999 the Lord Advocate restated the longstanding policy that all search warrant requests
from the police should be submitted through the Procurator Fiscal, who, assuming a search
warrant was justified, would approach a Sheriff to obtain one. Prior to this there had been a
number of high profile cases which had suffered due to faults with the warrants, and this
instruction has been successful in reducing such problems.

In Scotland most warrants are obtained by the Procurator Fiscal at common law. This covers
warrants to search for stolen property and more generally warrants to search for evidence of a
crime, e.g. murder. An application for such a warrant will run in the name of the Procurator
Fiscal and does not require anyone to swear an oath. Such requests are ordinarily placed
before a Sheriff although it is competent for a Justice of the Peace to grant such warrants.

The police are given powers under various statutes to obtain search warrants, most notably
under the Misuse of Drugs Act 1971 and the Firearms Act 1968. However, they must follow
the Lord Advocate’s instruction to submit requests for such warrants through the Procurator
Fiscal.

The law governing warrants in Scotland is almost entirely based on the common law, and the
interpretation of it in various appeal cases. Other than the power to obtain certain search
warrants, there is very little statutory law other than Section 134 of the Criminal Procedure
(Scotland) Act 1995.

The lack of any substantial statutory law governing the process for applying for warrants is
why a separate amendment is needed. The Electronic Communications Act 2000 makes
similar provision to what is proposed, but it only extends to those situations where there is
already an enactment or subordinate legislation. Accordingly, this amendment will allow all
warrants to be obtained electronically, not just statutory warrants.

Current Practice for obtaining warrants
The principle is the same during office hours and outwith office hours, although for obvious
reasons the practice varies slightly.

Office Hours
During office hours the police will submit a search warrant application request to the
Procurator Fiscal outlining the reasons behind the request. This includes basic information
such as the address to be searched, the crime being investigated, the reasons why they think
the evidence they are searching for will be there, and the nature of the source of this
information. The application request is normally sent to the Procurator Fiscal electronically,
as are most communications from the police. However, currently, the format in which it is
sent is not standardised, and, unlike police reports, does not get directly entered onto the
Procurator Fiscal’s computer system.

If the Procurator Fiscal is satisfied that there is a sufficient legal basis for applying for a
warrant, and that to do so is in the public interest, the Procurator Fiscal will prepare the actual
warrant. This will involve a typist preparing the physical document by copying information
from the police request before passing it back to the Procurator Fiscal to check.
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The warrant is then physically carried from the Procurator Fiscal’s office to the Sheriff Clerk
to be “booked in” i.e. recorded on their system. It will then be passed to a Sheriff to consider.
Practice here varies around the country, and is also dependent on the nature of the warrant.
Some Sheriffs insist on the Procurator Fiscal appearing to speak to their warrant application,
others are happy to deal with them without the presence of the Procurator Fiscal. Before
granting a warrant to enter someone’s property it is quite proper for the Sheriff to ascertain
that there is good reason to grant the warrant, and in order to satisfy him or herself the Sheriff
may well wish to query the Procurator Fiscal. As the Procurator Fiscal or a depute is
normally in court anyway, it is not burdensome to either see the Sheriff in chambers or
discuss the matter on the phone.

Assuming the warrant is granted, it will make its way back via the Sheriff Clerk and the
Procurator Fiscal to the police.

Such a process works quite smoothly for planned operations when arrangements can be made
so that if attendance of the Procurator Fiscal and the police with the Sheriff is necessary it can
be done to everyone’s mutual convenience. However, criminals do not work to the
convenience of others so there is provision for obtaining warrants out of hours.

Outwith Office Hours
Procurators Fiscal provide a service 24 hours a day, 7 days a week. A function that frequently
takes place out of office hours is dealing with applications for search warrants. The process is
largely similar to office hour requests.

Firstly, the police will submit the application to the Procurator Fiscal. Depending on the
location this may be done orally, by fax, by e-mail or by travelling to see the Procurator
Fiscal. The same information must be provided as with an office hour warrant. The warrant
will then be prepared by the Procurator Fiscal. The warrant then has to make it to the Sheriff,
who currently must be within his or her own jurisdiction. This will normally involve the
Procurator Fiscal and the police having to travel to the Sheriff, which can take a considerable
period of time.

Section 49 of the Criminal Justice Bill will allow a justice to grant a warrant “even if not
present within his jurisdiction”. A justice for these purposes is different from a justice of the
peace and includes a Sheriff. The definition for both is contained in Section 307 of the
Criminal Procedure (Scotland) Act 1995.

Example
The police in Largs wish to search a house there. Kilmarnock Sheriff Court has jurisdiction.
The Procurator Fiscal stays in Motherwell and the Sheriff in Ayr, both outwith the
jurisdiction.

During office hours the police would e-mail their request to the PF who would take the actual
warrant to the Sheriff. If the police were required to swear an oath, or alternatively wished to
collect the warrant, as it was urgent, they would have to travel to Kilmarnock to get it. For the
police to collect the warrant would take at least a couple of hours.

Outwith office hours the whole process may take even longer. By its very nature the warrant
request would be of some urgency. The police would have to get their warrant request to the
Procurator Fiscal. The Procurator Fiscal would then have to consider it, draft the warrant and
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arrange to meet the Sheriff. All three would have to travel considerable distances to a
convenient location where the warrant could be granted. This process may take a few hours.

Future Practice
The general principle would remain the same. However, rather than the papers and the people
having to travel around the country the warrant would be transmitted electronically. This
would present a considerable saving in time for police officers, Procurators Fiscal, and
Sheriffs, all of whom could concentrate on other duties. The savings would be greatest
outwith office hours as the travelling requirement would (because of this amendment and
Section 49) be redundant. Reducing the time spent to obtain a warrant will also increase the
likelihood of incriminating evidence being found. It would also allow the information to be
properly recorded on the Procurator Fiscal’s and Sheriff Clerk’s record systems.

Technological Requirements
At present there is a working group between the Crown Office, Procurator Fiscal Service and
ACPOS on search warrants. This group has previously provided joint training on search
warrants to encourage best practice and consistency in the application process. One of the
issues it has discussed is the electronic communication of search warrants. Both the police
and the Crown Office are keen that legislation enables the whole process to be quickened.
This group is also working on the standardisation of the process in anticipation of the
legislation.

Technical applications are now being considered with a view to adopting a system best suited
to the requirements and practicalities of sending search warrants electronically. (See annex on
technological issues for background information) However, the amendment is designed to
ensure that the electronic communication of this information is no less satisfactory than
existing methods and Scottish Ministers would not and indeed cannot make regulations
unless they were satisfied that this was the case.

Other issues raised by the Committee
Mr Stevenson raised two questions. Firstly, about where the Sheriff would be when granting
a warrant, and in particular if he was outwith Scotland. If section 49 of the Bill is enacted
then the Sheriff would not necessarily need to be within his/her jurisdiction to sign a warrant.
However, he/she could not grant a warrant outwith Scotland.

Secondly the matter of the prosecution being able to withstand a challenge that the warrant
had not been amended subsequent to its granting. This danger exists at the moment but it
seldom happens. Ordinarily the Sheriff Clerk will keep a copy of the granted warrant, and
often the Procurator Fiscal. The Procurator Fiscal will also keep a copy of the application
request. All of these can be checked against the principal copy of the warrant. Any police
officer so altering a warrant would potentially face various serious charges for attempting to
pervert the course of justice. One benefit of granting the warrant electronically is that copies
of the warrant can be kept should comparison with the principal warrant be required.
Technology exists that can show if a computer file has been altered.  (See annex for
background information on technological aspects) The short answer is that the potential
danger already exists but will arguably actually be reduced by electronic communication.

Mr Aitken queried how an oath would be administered. This requirement only applies to
certain statutory warrants. Common law warrants do not make this requirement (the
Procurator Fiscal is an officer of the court and is assumed to be telling the truth without the
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necessity of being put on oath). Ministers already have powers under the Electronic
Communications Act 2000 to make a statutory instrument regulating the process by which an
oath could be administered in relation to a statutory warrant. This amendment will for
common law warrants provide Ministers with the same power as is already open to them for
statutory warrants. Provision in a future Statutory Instrument will be required to address how
the oath can be administered and no firm decision has yet been taken on how this will be
done. One possibility is the use of web-cams or similar video-conferencing techniques, which
is already allowed by the 1995 Act.

The Convener raised the above point and also about the requirement for a signature. This
amendment, like the Electronic Communications Act 2000 on which it is based, is designed
to allow for the replacement of hard copy signatures with electronic ones. The Sheriff will
still have to indicate that the warrant has been granted, but this would be done electronically.
(See annex for background information on technological aspects)

Justice Department
Scottish Executive
January 2003
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ANNEX – BACKGROUND INFORMATION ON TECHNOLOGICAL ASPECTS
AND THE ELECTRONIC COMMUNICATIONS ACT 2000

GENERAL

What is cryptography, electronic signatures etc?
• Cryptography is the science of codes and ciphers. Cryptography has long been applied by

banks and government and is an essential tool for electronic commerce. Cryptography can
be used to secure an electronic signature.

• Encryption is the process of turning normal text into a series of letters and/or numbers
which can only be deciphered by someone who has the correct password or key.
Encryption is used to prevent others reading confidential, private or commercial data (for
example an e-mail sent over the internet or a file stored on floppy disk).

• An electronic signature is something associated with an electronic document that
performs similar functions to a manual signature. It can be used to give the recipient
confirmation that the communication comes from whom it purports to come from
("authenticity"). In particular some electronic signatures can also be used to establish
whether the communication has been tampered with ("integrity").  Signatures are usually
created by mathematically manipulating the document (producing a “hash”) to create a
signature. This hash is then protected by encrypting it (this is sometimes referred to as a
digital signature).  Both the document and the electronic signature are usually sent to the
other party.

• Public key cryptography is a form of cryptography that uses two distinct, but related, keys
(known as a key pair): one key for "locking" data signature, and a separate key for
"unlocking" it. These keys are both large numbers with special mathematical properties.

• Public key cryptography can be used to secure an electronic signature: the private key
(which is only known to its owner) is used with a mathematical function to transform the
signature data, by scrambling the information contained in it. The resultant electronic
signature can be verified by "unlocking" it with the public key of the person who signed it
and comparing it with a locally created hash. Anyone with access to the public key can
check the signature, so verifying that it was signed by someone with access to the private
key and also verifying that the content of the document has not been changed.

• Public key cryptography can also be used to keep a communication secret: in this case the
keys are used the other way round  (for various reasons it is recommended that a separate
key pair be used for this). The person sending the message would use the public key of
the intended recipient to "lock" the message. Now only the corresponding private key can
be used to "unlock" the message. This is what the intended recipient would use to read it.
A third party would not be able to read the message without access to the intended
recipient's private key.

• The use of public/private keys to provide confidentiality via encryption is at least 25 years
old.



6

PKI

What is PKI?
• (PKI) Public Key Infrastructure, is the combination of business processes, and required

technology, to enable the creation, transmission, and checking of encrypted data (e.g.
signature or documents).  It can provide for an industry standard method for secure and
authenticated e-mail transmission

• PKI covers the encryption of mail messages and any associated attachments, plus the use
of digital signatures to provide a method of authenticating the sender’s identity.

PKI standards - general
A PKI is made up of many components – a typical one is likely to include:
• The security potential offered by PKI is only possible if the keys are trusted. An

environment of trust is established when the interactions of the technical PKI components
operate within a controlled and secure management and administrative environment.
Trust is not possible without the appropriate physical, policy and operational controls.
These controls are defined and documented in the following.

• The Certificate Policy (CP) defines what the PKI is intended to do, and defines the
particular community and/or class of application for which the PKI will be used. It is a
business management document, defined independently of the specific details of the
operating environment.
In general, the CP states what is to be adhered to.

• The Certificate Practices Statement (CPS) governs the management and processes
supporting the certificates issued by the CA. The CPS interprets the Certificate Policy,
tailoring it to the system architecture and operating procedures of the organization. The
CPS also governs how the Certificate Authority (CA) server is operated and managed.
In general, the CPS states how to adhere to the Certificate Policy.

• The PKI Disclosure Statement (PDS) is a document that may be used instead of the CP
and CPS to govern an organisation’s PKI. It is much more concise than a CP, but still
follows the rules for defining the community, purposes and manner by which the PKI will
be used.

• Management must understand and approve the communities and purposes that are valid
for the PKI. The CP and CPS, or the PDS, are legal documents that affect the
organisation’s liability and risk profile. Development of certificate policy and practice
documents requires participation from, at a minimum, Human Resources, Finance, Legal,
Audit and IT organisational units to ensure that these documents are defined and
maintained in conjunction with related policies in the organisation.

• An organisation’s existing security policies may already address some of the CP/CPS or
PDS requirements. In these cases, additional policies specific to the PKI will need to be
developed to fill in the policy gaps.

• PKI is a security solution consisting of a set of well-established techniques and standards
that provides authentication, privacy, tamper detection and non repudiation. PKI uses
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public/private keys and includes the infrastructure to manage and maintain the keys,
resulting in an electronic environment that is private, confidential, and legally binding.

How are things such as digital certificates organised?
• Digital certificates are one means by which these public/private key pairs are made

available.

• An organisation or individual wanting a digital signature goes to one of a number of
certifying authorities, who issue a certificate after verifying the applicant is who he/she
says they are.

• The public part of the certificate is then available from the authority’s web site together
with basic details of the limits of the certification.

• Different levels of certificate verification and authorisation are available dependent on the
nature of the messages/transactions to be "signed".  High trust certificates would be
required for legal/ financial transactions.

Security issues
• Public/private keys are issued and operate as ‘inverse pairs’: an operation performed by

one key can be reversed, or checked, only by its partner key. For example, for a pair of
keys A and B, information encrypted with Key A can be decrypted ONLY using its
partner Key B.

• Each PKI installation is unique, and individually tailored for the technical and cultural
environment in which it is implemented.

• Public/private key pairs can be obtained by purchasing them from a supplier such as
Verisign, or purchasing the technical components to operate one’s own PKI.

• Digital certificates provide assurance that a public key does indeed belong to the
purported owner by legally binding the owner’s identity to the public key.

• The most crucial aspect in getting systems to work in an appropriately secure manner
within organisations is often non-technological – encryption etc is successfully achieved,
but the secure message, when decrypted, may be left to fall into the wrong hands.  In
other words, general security awareness is just as, if not more important than the
technological applications.
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THE ELECTRONIC COMMUNICATIONS ACT 2000

General
• Various organisations provide cryptography services, which include certifying the public

key of an individual, managing encryption keys and time stamping electronic signatures.
There is a need for the public to be able to have confidence that these services are secure
and not open to fraud; and for people to be free from unnecessary restrictions in their use
of new technology.

• The main purpose of the Act is to help build confidence in electronic commerce and the
technology underlying it by providing for: an approvals scheme for businesses and other
organisations providing cryptography services, such as electronic signature services and
confidentiality services; the legal recognition of electronic signatures and the process
under which they are verified, generated or communicated; and the removal of obstacles
in other legislation to the use of electronic communication and storage in place of paper.

• The Act also contains provisions to update procedures for modifying telecommunications
licences.

• The Act is in three parts. Part I, Cryptography Service Providers. This concerns the
arrangements for registering providers of cryptography support services, such as
electronic signature services and confidentiality services. Part II, Facilitation of
Electronic Commerce, Data Storage etc. This makes provision for the legal recognition
of electronic signatures and the process under which they may be generated,
communicated or verified. It will also facilitate the use of electronic communications or
electronic storage of information, as an alternative to traditional means of communication
or storage. Part III, Miscellaneous and Supplemental. This Part amends sections 12
and 46B of the Telecommunications Act 1984 and inserts a new section 12A into that
Act. The new provisions are concerned with the modification of telecommunication
licences otherwise than in pursuance of a reference to the Competition Commission. This
Part also concerns matters such as general interpretation, the short title, commencement
and territorial extent of this Act.

Industry “approvals” scheme.
• The Government has said that it would prefer to see an industry led approvals process

instead of the statutory scheme envisaged in Part I of the Act. The Alliance for Electronic
Business (AEB) has drawn up an industry led scheme (known as the tScheme). Part 1 is
not in force and the Government has said that it will not commence Part I of the Act if it
continues to be satisfied that the tScheme meets the Government’s objectives.

The international context.
• The Act is consistent with, and seeks to implement, certain provisions of the EU

Electronic Signatures Directive (1999/93/EC), which was adopted on 13 December 1999
(OJ L 13/12, 19.1.2000). The Directive is intended to facilitate the use of electronic
signatures and to contribute to their legal recognition throughout the European Union. It
is also compatible with the Cryptography Guidelines, published by the Organisation for
Economic Co-operation and Development (OECD) on 19 March 1997 and the United



9

Nations Commission on International Trade Law (UNCITRAL) Model Law on Electronic
Commerce.

What has the ECA 2000 achieved?
• The ECA is framework legislation.

• Its job, for example, was to clarify the law in regard to the admissibility of electronic
signatures, and it was intended that it should be future proof by not specifying the form
(or technology) of the signature.

• There has been no general central assessment made of the impact that the Act has had.
However, its success may be measured by the fact that it has not been necessary to re-
visit it, that the UK is now second to US in e-commerce, and that the environment created
by the Act may have contributed to this.

• S8 (power to modify legislation) does not specify any specific requirement for signature
assurance - that is left to the particular application (and Secretary of State) to assess.

• As of 31 August 2002, some 11 S8 orders had been made and 8 more were in the
pipeline.


